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Network security situation evaluation method for multi-step attack

YANG Hao-pu, QIU Hui, WANG Kun
(The Third Institute, Information Engineering University, Zhengzhou 450001, China)

Abstract: Aiming at analyzing the influence of multi-step attack, as well as reflecting the system’s security situation ac-
curately and comprehensively, a network security situation evaluation method for multi-step attack was proposed. This
method firstly clustered security events into several attack scenes, which was used to identify the attacker. Then the attack
path and the attack phase were identified by causal correlation of every scene. Finally, combined with the attack phase as
well as the threat index, the quantitative standard was established to evaluate the network security situation. The proposed
method is assessed by two network attack-defense experiments, and the results illustrate accuracy and effectiveness of the
method.
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